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=¥/ Abstract

Elllptlc Curvg erptography (ECC) is a public key system tha_t Figure 1 is the geometric representation of the point
has been gaining momentum as a replaqe.ment for RSA public addition rule which defines E(Fp) as an abelian group.
key cryptography largely based on its efflc:ler)cy to create and With these parameters and the following algorithms
strength to stay conpealed. Als.o,.the U.S Nationa Securlty the elliptic curve system can be implemented with
Aggncy (NSA) nas included it in its S.U|te B recommendat_lons, confidence that communication between two parties
wiille EXCITging e RSATNEINod. SUiE ©'15 T SSTREAI00Mnms will be secure from any third party. The following is an
that the NSA recommends for use in protecting both classified example of how to implement the elliptic curve system
and unclassified US government information and systems. algorithms
ECC IS now being used nationwide. |
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‘Background

Elliptical curve cryptography (ECC) is a type of public key
encryption technigue. The idea was first proposed in 1985 by
Victor S. Miller and Neal Koblitz. The ECC method generates
keys using its unigue elliptic curve equation instead of the
product of very large prime numbers. An elliptic curve is not
an ellipse, but rather a looping line intersecting two axes.
There are many benefits in using ECC method: For one thing, - _ Security Level 80 112 128 192 256

After twenty years of research, development, and
advancement, ECC has now securely positioned itself as
the top public-key mechanism in several businesses
worldwide: industry, banking, marketing, and
government. The principal reasons ECC has gained
widespread exposure and acceptance is due to its
efficiency, functionality, performance, and most
importantly, its security strength. lts efficiency is based
on the small number of elementary steps that needs to
be executed by the algorithm and exactly how long that
algorithm takes, which, for ECC, is normally within
polynomial time- basically, the fastest and most efficient
length of time one would want to spend encrypting. Its
strength and security also belittles its competitors, RSA
and DL. In cryptography there are five standardized
security levels and each algorithm method has its own
parameters that it can use at those security levels.
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Figure 1:

. . it ion: Elliptic Curve Key Generation: i Srmall S P
ECC uses faster, smaller, and more efficient cryptographic Elliptical Curve Key Generation - ) (SKIPIACK)  (Triple-DES) ~ (AES-Small)  (AES-Medium)  (AES-Large)
- - yprographie INPUT: Elliptic curve domain parameters (p, E, P, n). Input: Elliptic Curve domain parameters (p, E, P, n)
kgys. For instance, one ECC key can yleld a level Qf security OUTPUT: Public key Q and private key d. Output: Public key Q and private key d. DL parameter g
with a 256-bit that other systems require a 3,072-bit key to 1. Selectd er [1, n-1]. p = 3851 (prime number) FCparameter n 160 224 256 384 512
achieve. Due to this fact, many manufacturers, including 2. Compute Q=dP E:y2=x3+324x+1287
3COM, Cylink, Motorola, Pitney Bowes, Siemens, TRW, and 3. Return (Q,d). P(920, 303) RSA modulus n
VeriFone use ECC in their products. Also (another vital fact) is n = 3928 Order of finite field F;45; DL modulus p 1024 2048 3072 8192 15360
that ECC equations have a characteristic that is very valuable 1. Select d = 21
for cryptographic purposes: they are relatively easy to perform, | e 2. 3;515595)1” 2003) Maple program mult(324, 3851, 21,
but extremely difficult to reverse. 3. Return d = 21 and Q=(111,2003) When talking parameters, or key sizes, bigger isn't
_ o _ always better. In fact, in cryptography, smaller parameter
/ p | Basic Elliptic Curve Encryption: Basic Elliptic Curve Encryption: sizes are equivalent to higher security levels. This is
=/ Lroblem . . INPUT: Elliptic curve domain parameters (p, E,Pn), publickey @, Input: Elliptic Gurve domain parameters (p, E, P, because smaller parameters have advantages such as
The elliptic curve (ECC) system is very effective when olaintext m. n), public key Q, plaintextm, and R € E (F3g5,) speed (faster computations), small keys, and smaller
considering functionality, security, and performance. When OUTPUT: Cipher text (C,, C,). Output: Cipher text (Cy,C,) certificates. According to the,graph Nt tr;ese benefits are
considering the security aspect of this system, the 1.Represent the message m as a point Min E (F)). . ' . .’ .
fundament%l issue is hgw dFi)fficuIt s the deen in > Select k ex [1, n-1]. : 3 e 1.Letm = 89 represent the word “Hi" and R(9, 358) found in £CC. ECG Is even many tim3g more efiicient
. . ying ) M = mR than RSA and DL systems in private-key operations such
mathematical problem that is necessary for all system 3. Compute C;=kF. . . . q <
4. Compute C,= M+kQ. o M = 89R = (621,2764) (mod 3851) as signature generation and decryption and signature

protocols for the public key (Certicom, 15). For the elliptic
curve system that would be the elliptic curve discrete
logarithm problem. Let E be an elliptic curve defined over the
finite field F,, and P € F,,. Given Q a multiple of P the elliptic

curve discrete logarithm problem is to find n € Z such that
nP = Q. For example, let E be the elliptic curve y* = x> + x +
1 defined over F; = {0, (0, 1), (0, 6), (2, 2), 2, 5)}. It P = (2,2)

verification and encryption. ECC is always chosen over
RSA and DL especially in environments where
processing power, storage, bandwidth, or power
consumption is constrained.

5. Return (C,C,). 5 Select k = 10

3. Compute C; = kP
C, = 10P = (513,1372) (mod 3851)

4. Compute C, = M + kQ
C,=(621,2764) + 10(111,2003) =

Future Work

and Q@ = (0,6) , then 3P = @, so n = 3 is the solution to the (2923,1500) (mod 3851) The complex cryptosystem of elliptical curve is the most
discrete logarithm problem. | N N secured in public key management. Many wireless
There are well known methods for point addition on elliptic 5. Return (513, 1372) and (2923, 1500) devices have become dependent on security features to
curyes defined over F,, where p is a. prl.me number, and Basic Elliptic Curve Decryption: Basic Elliptic Curve Decryption: orotect its consumers, and ECC allows a better
satisty group law, they are the following; INPUT: Domain parameters (p, E, p, n), private key d, cipher Input: Domain parameters (p, E, P, n), private key d, implementation of these features. The further
| N text (Cy, C, ). cipher text (C;, C;) advancement and development of ECC will provide
Point Addition: Let P = (x,y,) € Fp and Q = (x2,y2) € Fy OUTPUT: Plaintext m. Output: Plaintextm greater security and a more efficient performance than
where P # £Q, then P + Q = (x3,¥3) 1. Compute M= C,-dC;, and extract m from M. any other public key algorithms.
YV2—YV1 2 Y2—YV1 | 2. Return (m) 1. Compute M= C; = dCl Bibliography
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