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Background
How does the Internet work?

The Internet Is the interaction of many connected devices across the
world. It iIs a combination of hardware (computers, routers, servers, etc.)
and protocols (a common set of rules for all internet devices to follow). All
devices on the Internet can speak to each other because they all follow
the same set of protocols (TCP/IP).

When a device Is connected to the Internet through a local area
network, It Is given a special IP address to differentiate it from all the other
devices that are also connected to the Internet. The IP address has two
main functions: network identification and location addressing.

Client computers send requests to an Internet server in order to open
web pages, watch videos, etc. The request goes through a series of
routers to reach the Internet server, the server searches its database for
data that matches the request and then sends back its response. The
client is the input and the server Is the output.

How the Internet Works

Request Path

Return Path

What I1s Network Scanning?

Network scanning is the use of scanning software to identify servers,
devices, and clients on the network. It can be done by administrators
looking to secure their network or hackers looking to exploit vulnerabillities.

How does Network Scanning work?

By using the correct programs and knowing how to use them, scanning
networks can become gquiet easy. Those programs can scan network
vulnerabilities, capture packets, and detect incoming threats. Keep this in
mind when you are on the Internet as anyone can scan your web activity to
quickly find unencrypted passwords and determine what websites you
have been on.

Network Scanning Programs
Wireshark

Scans network traffic. S
Analyzes packets (data that
can be transferred over a network). -
Filters through packets to find
specific criteria.

Is graphics-based instead of
terminal-based.

Monitor data coming in and out of
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TCPdump

Acts similar to Wireshark but has
a different interface.

File Edit View Terminal Help

cs476@Lab-315-826:~% wireshark

cs476@1lab-315-026:~% tcpdump

Command 'tcpdump' is available in '/usr/sbin/tcpdump’

The command could not be located because "Jusr/sbin' is not included in the PATH
ironment wvariable.

This is most likely caused by the lack of administrative priviledges associated

bash: tcpdump: command not found
cs476@1lab-315-026:~% fusr/sbin/tcpdump -r dump2.pcap host helios
reading from file dump2.pcap, Llink-type EN1GMB (Ethernet)
13:22:48.693949 IP helios.cs.csubak.edu.39102 > sumatra.cs.csubak.edu.telnet: .
ack 1298819934 win 24820
13:22:48.694092 IP sumatra.cs.csubak.edu.telnet = helios.cs.csubak.edu.39182: P
1:84(83) ack B win 8760
13:22:48.793857 IP helios.cs.csub
ack 84 win 24828
13:22:48.974139 IP helios.cs.csub
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Terminal-based.
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38765 > broadsword.cs.csubak.edu.x11: P

[= T = B

ak.edu
ak.edu
39973936:39973952(16) ack 634219638 wi
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Nmap

Shows all hosts and o — —
devices connected to your " T :
network. PR
Creates a virtual "map”. |

Can determine the
operating system of the

ress: BB:14:4F:EZ2:B2:C6 (Sun Microsystems)

s on lab-315-827.cs.csubak.edu (172.17.2688.87):

target.

Discovers hosts by sending e

a packet and analyzing the
response. )

Snort

Detect the intrusion of

computers from
outside world.

Detect the intrusion in
and out from the

s e computer.

Can choose between

different types of

e alerts and actions for
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and Network intrusion
detection.
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About the Network

Network

Network Is a subnet of links that get data to destination IP

A Network Is two or more computers linked together in order to share
resources

Data Is organized into packets.
There are series of headers for the different tasks within the packet.

Host to network is physical connection between two machines, such as
WIFI, Ethernet, etc.

15 16 18

0 3 7 31
HLEN  I1vpe of senvice (ToS) Total length (in bytes)
dentification
m Fragmentation offset 20
Time o ve (10

Source |P address
Destination |IP address
Option (If any)

Data

Network Vulnerabilities

Bugs In server programs, client programs, websites or web
programs.

Mistake In program code.
Exploitable feature of program.
Malicious code.
No default encryption that protects from packet sniffing.

No verification of addresses and infrastructure servers.

Additional Info.

Most programs shown here are totally free to download.
It is illegal to scan other people’s network without proper clearance.

Permission is needed to scan other people’s network.
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